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RECOMMENDATIONS - 22

IMPLEMENTED/PARTIALLY IMPLEMENTED - 19
UNDER STUDY -3

REPEATED RECOMMENDATIONS - 14

PRIOR AUDIT FINDINGS/RECOMMENDATIONS - 19

This review summarizes the auditors’ report of the University of lllinois for the year ended
June 30, 2023, filed with the Legislative Audit Commission on May 7, 2024. The auditors
conducted a compliance examination in accordance with state law and Government
Auditing Standards.

The University of lllinois (University) is a comprehensive system serving primarily the
citizens of lllinois from three main institutions through instruction (both on-campus and on-
line), research, economic development and various outreach activities. The governing
body of the University is the Board of Trustees. The Governor appoints nine members,
with the advice and consent of the Senate, and each of the three campuses elects a student
trustee, only one of which may vote. The Governor is an ex-officio member.

The Urbana-Champaign institution upholds its land-grant heritage by pioneering education
and public research to address today’s challenges. With 16 schools and colleges, including
more than 150 undergraduate programs and more than 100 graduate and professional
fields of study, the university is committed to innovation and societal impact to shape a
brighter future in lllinois and globally.

The Chicago institution stands out as a top-tier public research university and a federally
designated Minority-Serving Institution. With 16 colleges and schools—including seven
highly ranked in health sciences—and Chicago’s only public law school, UIC is deeply
rooted in educational and cultural excellence.

The Springfield institution is a public regional university that is a part of the world-class
University of lllinois System. UIS provides a uniquely student-centered educational
experience both in and out of the classroom through active learning, meaningful research
and impactful civic engagement that prepares graduates to contribute fully to society.

Dr. Timothy L. Killeen is President of the University currently and during the audit period.
He was appointed President effective May 18, 2015 following a national search. Dr. Killeen
previously held positions as a geophysicist space scientist, professor, and administrator at
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other universities and the National Science Foundation. He previously served as Vice
Chancellor for Research and President of the Research Foundation at the State University
of New York.

Appropriations and Expenditures

FY22 FY23

Appropriations ($ thousands) Approp Expend Approp Expend
GENERAL FUNDS
Designated Purposes
Certificate Programs 850.8 850.8 893.3 893.3
Climate Jobs Institute 0.0 0.0 2,000.0 471.6
College of Medicine Hispanic Center of Excel. 698.8 698.8 698.8 698.8
Degree Programs 654.4 654.4 687.1 687.1
Dixon Springs Agriculture Center 276.6 276.6 276.6 276.6
Illinois Heart Rescue 500.0 500.0 500.0 500.0
Operational Expenses 590,654.6 | 590,654.6 | 590,654.6 | 590,654.6
Prairie Research Institute 14,803.1 14,803.1 14,803.1 14,803.1
Public Policy Institute 1,052.7 1,052.7 1,052.7 1,052.7
University of Illinois Hospital 40,380.6 | 40,380.6 | 40,380.6 | 40,380.6
Total Designated Purposes 649,871.6 | 649,871.6 | 651,946.8 | 650,418.4
Grants
College of Dentistry 294.8 294.8 294.8 294.8
Illinois Innocence Project 0.0 0.0 3,000.0 1,509.7
Total Grants 294.8 294.8 3,294.8 1,804.5
TOTAL GENERAL FUNDS 650,166.4 | 650,166.4 | 655,241.6 | 652,222.9
OTHER STATE FUNDS
Designated Purposes
Carbon Capture, Utilization, & Storage Study 175.0 14.3 175.0 160.7
Carbon Dioxide Capture Tech. w/ U.S. Dept.
of Energy 8,000.0 8,000.0 6,000.0 6,000.0
Emergency Mosquito Abatement 300.0 300.0 300.0 300.0
lllinois Fire Service Institute 4,694.7 4,694.7 5,127.3 5,127.3
Mosquito Research 400.0 400.0 400.0 400.0
Pet Population Control 250.0 250.0 250.0 225.6
Pharmacy Practice Educ. & Train. Program
for College of Med. At Rockford 500.0 500.0 500.0 500.0
Prairie Research Center 500.0 500.0 500.0 500.0
Total Designated Purposes 14,819.7 | 14,659.0 | 13,252.3 | 13,213.6
Grants
Scholarship Grant Awards 250.0 173.4 250.0 171.7
Total Grants 250.0 173.4 250.0 171.7
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TOTAL OTHER STATE FUNDS 15,069.7 | 14,832.4 | 13,502.3 | 13,385.3
FEDERAL FUNDS

ARPA - Water Quality Study 769.0 57.7 711.3 284.7
TOTAL FEDERAL FUNDS 769.0 57.7 711.3 284.7
TOTAL 666,005.1 | 665,056.5 | 669,455.2 | 665,892.9

Accountants’ Findings and Recommendations

Condensed below are the 22 findings and recommendations included in the audit report.
Of these, 14 are repeated from the previous audit. The following recommendations are
classified on the basis of information provided by the University of Illinois, via electronic
mail received May 7, 2024.

1. The auditors recommend the University continue to review its process for
ensuring transactions are recognized in the correct fiscal year.

FINDING: (Inadequate Controls over Revenue and Expense Accruals for Grant
Subawards) — This finding has been repeated since 2009.

The University of Illinois (University) did not maintain appropriate control over accounting
for grant subawards.

During auditors’ test work over revenues and expenditures, it was noted that payments
to subrecipients of grant funds, and the related reimbursements from the federal
government, were not recorded in a consistent manner when applicable eligibility
requirements were met. Upon discovery of this inconsistency, the University re-analyzed
related accounts and determined that accounts receivable and accounts payable were
both overstated by approximately $40,000,000, and federal grant revenue and research
expenses were overstated by $3,000,000. There was no impact to opening or closing net
position. Management elected to record the adjustment for the estimated amount of the
error.

GASB Codification N50, Nonexchange Transactions, states that providers should
recognize liabilities (or a decrease in assets) and expenses from government-mandated
or voluntary nonexchange transactions, and recipients should recognize receivables (or
a decrease in liabilities) and revenues (net of estimated uncollectible amounts), when all
applicable eligibility requirements, including time requirements, are met.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) required the University to
establish and maintain a system, or systems, of internal fiscal and administrative controls.
The University’s system of internal controls should include procedures to ensure eligibility
requirements are evaluated and met prior to recording related expenses and revenues,
as well as to ensure assets are appropriately classified as restricted or unrestricted.
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University officials indicated their historical interpretation of the applicable accounting
guidance required expenses to be recognized based on service dates.

Failure to properly review eligibility requirements related to subrecipient awards could
result in a material misstatement of the University’s financial statements.

UNIVERSITY RESPONSE:

Accepted. The University has already implemented the necessary corrective action by
updating its accounting policy related to the timing of expense recognition for grant
subawards effective for fiscal year 2023.

UPDATED RESPONSE:
Implemented.
No Change.

2. The auditors recommend the University terminate separated users’ access
within 7 business days of the last day of employment and conduct annual
reviews of user access.

FINDING: (Weaknesses in Controls over Electronic Health Record System) — This finding
has been repeated since 2022.

The University of lllinois (University) had not implemented adequate internal controls over
their Electronic Health Record System (EHR).

The University maintains an EHR that contains patient medical records and data.
Additionally, it supports billing and transaction workflows which feed into the financial
statements.

During auditors testing of the EHR, they noted:

o 28 of 40 (70%) EHR users’ access were not timely terminated upon separation
from the University. It was determined the University’s departments were not timely
notifying Human Resources, which in turn did not timely notify the Information
Technology security team. As a result, users’ access to EHR was not timely
disabled. Access was disabled 8 to 181 days after the user had separated from
the University.

e A comprehensive review of EHR user access was not performed during the fiscal
year.

The Security and Privacy Controls for Information Systems and Organizations (Special
Publication 800-53, Fifth Revision) published by National Institute of Standards and
Technology (NIST), Access Control Section, promotes controls for ensuring access to
system resources are appropriate.
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The University’s Account Access Controls-Terminations and Disable Policy, Account
Access Controls section, states separated employee’s computer system access is to be
revoked within 7 days after termination.

University Management indicated that the complexity and decentralized nature of EHR
access did not allow the University to implement a comprehensive review of access and
delayed the notifications of employee separation.

Failure to terminate separated employees’ access could result in unauthorized access to
the EHR and data.

UNIVERSITY RESPONSE:

Accepted. Hospital Information Services has implemented an automated process to be
proactive in removing access to the EPIC system, however this process relies on timely
human resources processes. The University will continue to work towards improving
notification processes for timelier removal of access to systems. Additionally, the Ul
Hospital developed an access review process during the fall of 2023 and began an access
review of the EPIC system in November that is expected to be completed by early 2024.

UPDATED RESPONSE:

Partially implemented.

The University of lllinois Hospital Information Services implemented automated
processes to be more proactive in removing access based on system data, although the
notification of when to remove access is still a distributed control and outside of the scope
of Information Systems. The Office of University Audits completed an internal audit to
review this process and validated that Information Systems is taking action when they are
notified. Updates to the University of lllinois Hospital Information Services' access
removal policy will reflect Information Systems' role in this process.

3. Theauditors recommend the University review year end closing entries related
to restricted classifications so that all entries are properly identified and
recorded for presentation in the University’s financial statements.

FINDING: (Inadequate Controls over Classification of Restricted Assets) - New

The University of lllinois (University) did not maintain appropriate control over classifying
assets as restricted.

During auditors review of restricted classifications, auditors discovered amounts relating
to unrestricted endowment funds that were being classified as restricted, which resulted
in the overstatement of restricted assets and related net position of $14,331,380.
Management elected to record the adjustment for this error.

GASB Cadification 2200, Annual Comprehensive Financial Report, states that assets
should only be classified as restricted when restrictions on asset use change the nature
or normal understanding of the availability of the asset. It also states that restricted assets
should be reflected as restricted net position.
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The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) required the University to
establish and maintain a system, or systems, of internal fiscal and administrative controls.
The University’s system of internal controls should include procedures to ensure assets
are appropriately classified as restricted or unrestricted.

University officials indicated the unrestricted endowment funds being classified as
restricted net position was due to an oversight in the financial reporting process.

Failure to properly review the classification of restricted assets could result in a material
misstatement of the University’s financial statements.

UNIVERSITY RESPONSE:
Accepted. The necessary corrective action to address the recommendation in this finding
has been implemented.

UPDATED RESPONSE:
Implemented.
Additional reviews of all manual closing entries are planned for the FY24 close.

4. The auditors recommend the University of lllinois Urbana-Champaign, the
University of lllinois Chicago, and the University of lllinois Springfield review
current processes and procedures to ensure reporting requirements are
completed timely.

FINDING: (Reporting) — This finding has been repeated since 2022.

The University of lllinois’ controls in place did not ensure certain reporting requirements
were submitted timely, and in some cases, were not properly reviewed for accuracy.

Out of the seven Cooperating Technical Partners quarterly performance reports tested,
the University of lllinois Urbana-Champaign did not submit two reports (29%) within the
required timeframe. Two reports for the quarter ended December 31, 2022 were due by
January 30, 2023, however, were submitted February 3, 2023. The sample was not
intended to be, and was not, a statistically valid sample.

The Cooperating Technical Partners grant program requires submission of quarterly
performance reports 30 days after the end of each quarter.

Out of the four Governor’'s Emergency Education Relief Fund quarterly reports submitted
by the University of lllinois Chicago under the Education Stabilization Fund, one report
(25%) was not submitted within the required timeframe. The report for the quarter ended
March 31, 2023 was due by May 1, 2023, however was submitted May 8, 2023.
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The Governor’s Emergency Education Relief Fund, Elementary and Second Emergency
Relief Fund and Higher Education Emergency Relief Fund require submission of quarterly
financial reports 30 days after the end of each quatrter.

Out of the four Elementary and Second School Emergency Relief Fund quarterly reports
required to be submitted by the University of Illinois Springfield, four reports (100%) have
not been submitted.

Out of the four Higher Education Emergency Relief Fund quarterly reports required to be
submitted by the University of Illinois Springfield, one report (25%) did not contain
sufficient evidence the report was reviewed prior to submission.

The University of lllinois Springfield did not accurately report their methodology for
conducting direct outreach to financial aid applicants for the Higher Education Emergency
Relief Fund required within the 2022 annual report which was submitted timely on March
24, 2023.

The Higher Education Emergency Relief Fund requires the reporting of the methodology
for conducting direct outreach to financial aid applicants in the annual report.

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls deigned to reasonably ensure compliance
with Federal laws, regulations, and program compliance requirements. Effective internal
controls should include procedures to ensure reports are submitted timely.

University of Illinois Urbana-Champaign officials stated reporting was late due to other
project priorities and a change in the report template.

University of lllinois Chicago officials stated due to miscommunication within the
department the progress report was submitted after the deadline.

University of lllinois Springfield officials stated the Elementary and Second School
Emergency Relief Fund quarterly reports were not submitted due to miscommunication
with the sponsor regarding reporting requirements. Additionally, University officials stated
for the Higher Education Emergency Relief Fund, an oversight led to the insufficient
review prior to submission and a misunderstanding of the requirement led to not
disclosing the methodology of direct outreach to financial aid recipients in the report.

Without proper program reporting processes and procedures, the submission of late
reports or inaccurate reporting is noncompliance with Federal regulation and could result
in the loss of future funding.

UNIVERSITY RESPONSE:
Accepted. The University will take steps identified to address the recommendation in this
finding.
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UPDATED RESPONSE:

Partially implemented.

The University of lllinois Chicago sends reminders communicating the importance of
timely programmatic reports. The University of lllinois Springfield will review internal
processes used to identify and document financial reporting requirements, and conduct
refresher training, as appropriate. The University of lllinois Urbana-Champaign trained an
additional staff member to prepare the quarterly reports and will be activated as needed.
This will allow greater flexibility and increased capacity for achieving timely quarterly
reporting. Outlook calendar reminders will be added to both the principal investigator and
backup staff member’s calendars to help ensure future quarterly reports are prepared and
submitted by the sponsor deadline.

5. The auditors recommend the University of Illinois Chicago review current
processes and procedures to ensure Federal Funding Accountability and
Transparency Act reporting requirements are completed timely.

FINDING: (Federal Funding Accountability and Transparency Act Reporting) — This
finding has been repeated since 2022.

University of lllinois Chicago did not timely report subaward data to the Federal Funding
Accountability and Transparency Act Subaward Reporting System (FSRS) under the
Health Center Program and the controls in place did not identify the error.

One out of eight subaward obligations/modifications tested was not reported in FSRS
within the last day of the month following the month in which the subaward/subaward
amendment obligation was made. The subaward was reported 168 days late.

Transactions | Subaward not Report not Subaward Subaward
Tested reported timely amount missing key
incorrect elements
8 0 1 0 0
Dollar Amount | Subaward not Report not Subaward Subaward
of Tested reported timely amount missing key
Transactions incorrect elements
$ 1,834,937 $0 $ 205,557 $0 $0

Under the requirements of the Federal Funding Accountability and Transparency Act
(Pub. L. No. 109-282), as amended by section 6202 of Public Law 110-252, hereafter
referred as the “Transparency Act” which are codified in 2 CFR Part 170, recipients (i.e.,
direct recipients) of grants or cooperative agreements are required to report first-tier
subawards of $30,000 or more to the FSRS. The non-federal entity is required to report
each obligating action to FSRS. The action must be reported in FSRS no later than the
last day of the month following the month in which the subaward/subaward amendment
is made.



REVIEW #4596: UNIVERSITY OF ILLINOIS = FY23 COMPLIANCE EXAMINATION

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls deigned to reasonably ensure compliance
with Federal laws, regulations, and program compliance requirements. Effective internal
controls should include procedures to ensure reports are submitted timely.

University officials stated the dollar amount obligated with this subaward modification was
not recorded in the internal system due to human error. Since the funding was not
recorded, a Federal Funding Accountability and Transparency Act reporting was not
triggered.

Without proper program reporting policies and procedures, the submission of late reports
is noncompliance with Federal regulation and could result in the loss of future funding.

UNIVERSITY RESPONSE:

Accepted. The human error was caught and rectified during a subsequent amendment
on the next subaward. The University will take steps to address the recommendation in
this finding.

UPDATED RESPONSE:

Implemented.

The human error was caught and rectified with report being submitted during a
subsequent amendment on the next subaward. The University of lllinois Chicago will
implement an additional layer of review following subaward execution to detect any data
entry errors in the university’s proposal management system.

6. The auditors recommend the University of lllinois Urbana-Champaign and the
University of lllinois Chicago review current processes, policies and
procedures to minimize the time elapsing between the transfer of federal funds
to the subrecipient.

FINDING: (Cash Management — Timeliness of Subrecipient Payments) — This finding has
been repeated since 2022.

The University of lllinois Urbana-Champaign and the University of lllinois Chicago did not
make certain subrecipient payments timely and did not have controls in place to prevent
late payments.

Out of twelve subrecipient payments tested which were made by the University of lllinois
at Urbana-Champaign under the Research & Development Cluster, seven payments
(58%) were not submitted within 30 days after receipt of the billing from the subrecipient.
The payments ranged from 34-197 days after receipt of the billing from the subrecipients.
The sample was not intended to be, and was not, a statistically valid sample.

Out of fourteen subrecipient payments tested which were made by the University of lllinois

Chicago under the Health Center Program Cluster and HIV-Related Training and
Technical Assistance Program, three payments (21%) were not submitted within 30 days

10
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after receipt of the billing from the subrecipient. The payments ranged from 37-51 days
after the receipt of billing from the subrecipients. The sample was not intended to be, and
was not, a statistically valid sample.

Under Uniform Guidance (2 CFR 200.305(b)(3)), when the reimbursement method is
used, the Federal awarding agency or pass-through entity must make payment within 30
calendar days after receipt of the billing, unless the Federal awarding agency or pass-
through entity reasonably believes the request to be improper.

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls deigned to reasonably ensure compliance
with Federal laws, regulations, and program compliance requirements. Effective internal
controls should include procedures to ensure subrecipient payments are made timely.

University of lllinois Urbana-Champaign officials stated continued staffing issues and the
multi-layered review and approval process contributed to untimely subrecipient
payments.

University of Illinois Chicago officials stated the administering unit was delayed in
submitting invoices due to competing priorities. Additionally, the central approving offices
contributed to the delay in one payment due to fiscal year-end close responsibilities.

Without proper program cash management processes and procedures, late subrecipient
payments could result in the loss of future funding.

UNIVERSITY RESPONSE:
Accepted. The University will take steps to address the recommendation in this finding.

UPDATED RESPONSE:

Partially implemented.

The University of lllinois Chicago sends reminders to research administrators
communicating the importance of timely payments to subrecipients. The University of
lllinois Urbana-Champaign’s (UIUC) established an email alert to notify individuals when
the central sponsored program office sends a subrecipient invoice, and an automated
process creates a checklist for processing. Additionally, the UIUC will implement internal
measures, including the development and implementation of a subaward invoice
automation platform, to address inefficiencies related to the current multi-department
review, approval, and payment process.

7. The auditors recommend the University of Illinois Chicago review current
processes for reporting to NSLDS and implement procedures to ensure
submissions are reported timely and accurately.

FINDING: (Errors in Reporting for NSLDS) — This finding has been repeated since 2020.

11
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The University of Illinois Chicago did not properly report an enrollment change for certain
students who received federal student aid to the National Student Loan Data System
(NSLDS) and the internal controls in place did not identify the errors.

Out of the twenty students tested at the University of Illinois Chicago, auditors noted two
(10%) students in which the University did not report the correct enroliment effective date
to the NSLDS at the Program-Level.

The sample was not intended to be, and was not, a statistically valid sample.

The Code of Federal Regulations (34 CFR 685.309) requires enrollment status changes
for students be reported to NSLDS within 30 days or within 60 days if the student with the
status change will be reported on a scheduled transmission within 60 days of the change
in status. Regulations require the status include an accurate effective date.

According to the NSLDS Enrollment Reporting Guide, a student’s Program-Level
enroliment status should be reported with the same enrollment status as student’s
Campus-Level enroliment status for all programs the student is enrolled in at a location,
even if the student is not currently taking coursework which applies to a particular
program. If the student has withdrawn or graduated from an academic program, a
“terminal enrollment status” of ‘W’ or ‘G,” as appropriate, should be reported for the
program, even if the student is still taking coursework applicable to other programs in
which the student is enrolled.

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls designed to reasonably ensure
compliance with Federal laws, regulations, and program compliance requirements.
Effective internal controls should include procedures to ensure enrollment reporting is
completed properly.

University officials stated there was a production defect with the version of the NSLDS
reporting process the University was running which caused the wrong enroliment status
to be reported.

If the NSLDS system is not updated with the student information, over awards could occur
should the student transfer to another institution and the student may not properly enter
the repayment period.

UNIVERSITY RESPONSE:
Accepted. The defect was corrected June 4, 2023, after the last spring 2023 transmission.

UPDATED RESPONSE:
Implemented.
No change.

12
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8. The auditors recommend the University of lllinois Urbana-Champaign review
current processes for the return of Title IV funds calculations and implement
procedures to ensure calculations are done accurately.

FINDING: (Error in Return of Title IV Funds Calculation) - New

The University of Illinois Urbana-Champaign did not use the correct withdrawal date in
the return of Title IV funds calculation for a student, which resulted in a shortage of $681
due to the Department of Education. The University’s internal control related to the review
of return of Title IV funds did not identify the data entry error.

Out of the fifteen students tested at the University of lllinois Urbana-Champaign, auditors
noted one (7%) student in which the return of Title 1V funds calculation was performed
incorrectly.

The sample was not intended to be, and was not, a statistically valid sample.

According to the Code of Federal Regulations (34 CFR 668.22), when a recipient of Title
IV grant or loan assistance withdraws from an institution during a payment period or
period of enrollment in which the recipient began attendance, the institution must
determine the amount of Title IV grant or loan assistance the student earned as of the
student's withdrawal date.

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls designed to reasonably ensure
compliance with Federal laws, regulations, and program compliance requirements.
Effective internal controls should include procedures to ensure return of Title IV
calculations are performed accurately.

University officials stated a data entry error occurred when inputting the effective
withdrawal date in the student information system.

The use of incorrect withdrawal dates in the return of Title IV funds calculations could
result in the need to return additional funds to the Department of Education or to the
student.

UNIVERSITY RESPONSE:
Accepted. The University will take steps to address the recommendation in this finding.

UPDATED RESPONSE:

Implemented.

The University of lllinois Urbana-Champaign (UIUC) Office of the Registrar has
implemented regular report generation to identify any future scenarios where the effective
date used on a student withdrawal is not correctly entered on the form used by the UIUC
Office of Student Financial Aid.

13
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9. The auditors recommend the University of Illinois Springfield review current
processes and procedures to ensure subrecipient monitoring is performed for
all subawards.

FINDING: (Lack of Subrecipient Monitoring) - New

The University of lllinois Springfield did not properly perform required subrecipient
monitoring procedures on a certain subrecipient and the internal controls in place failed
to ensure all monitoring procedures were performed.

For one out of two subrecipients tested, the University of lllinois Springfield did not
properly perform subrecipient monitoring procedures. The incorrect agreement template
was used which did not allow for the required data elements and a risk evaluation was
not performed in order to ensure accountability of for-profit subrecipients under the
Education Stabilization Fund.

Uniform Grant Guidance (2 CFR 200.331 and 2 CFR 200.332) requires all pass-through
entities to: identify the award and applicable requirements, evaluate risk, monitor the
activities of the subrecipient, and ensure accountability of for-profit subrecipients.

Uniform Grant Guidance (2 CFR 200.303) requires nonfederal entities receiving Federal
awards establish and maintain internal controls designed to reasonably ensure
compliance with Federal laws, regulations, and program compliance requirements.
Effective internal controls should include procedures to ensure that subrecipient
monitoring is performed over all subawards.

University officials stated due to staff turnover and workload, the agreement template
issued was incorrect and a risk assessment was not conducted for the subrecipient.

Lack of properly documented evidence of subrecipient monitoring policies and
procedures may result in the loss of future funding.

UNIVERSITY RESPONSE:
Accepted. The University will take steps to address the recommendation in this finding.

UPDATED RESPONSE:

Under study.

University of lllinois Springfield plans to review procedures to ensure subrecipient
monitoring is conducted and documented for all subawards.

10. The auditors recommend the University continue to focus on the incremental
changes to the census data file from the prior actuarial valuation, provided no
risks are identified that incomplete or inaccurate reporting of census data may
have occurred during prior periods. Any errors identified during this process
should be promptly corrected by either the University or SURS, with the

14
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impact of these errors communicated to both SURS’ actuary and CMS’
actuary.

Further, they recommend the University ensure all events occurring within a
census data accumulation year are timely reported to SURS so these events
can be incorporated into the census data provided to SURS’ actuary and CMS’
actuary.

Finally, auditors recommend the University ensure all eligible employees are
reported to SURS, along with any required employee and employer
contributions.

FINDING: (Inadequate Internal Controls over Census Data) — This finding has been
repeated since 2020.

The University of lllinois (University) did not have adequate internal control over reporting
its census data to provide assurance census data submitted to its pension and other
postemployment benefits (OPEB) plans was complete and accurate.

Census data is demographic data (date of birth, gender, years of service, etc.) of the
active, inactive, or retired members of a pension or OPEB plan. The accumulation of
inactive or retired members’ census data occurs before the current accumulation period
of census data used in the plan’s actuarial valuation (which eventually flows into each
employer’s financial statements), meaning the plan is solely responsible for establishing
internal controls over these records and transmitting the data to the plan’s actuary. In
contrast, responsibility for active members’ census data during the current accumulation
period is split among the plan and each member’s current employer(s). Initially, employers
must accurately transmit census data elements of their employees to the plan. Then, the
plan must record and retain these records for active employees and then transmit this
census data to the plan’s actuary.

The auditors noted the University’s employees are members of the State Universities
Retirement System (SURS) for their pensions and the State Employees Group Insurance
Program sponsored by the State of Illinois, Department of Central Management Services
(CMS) for their OPEB. In addition, auditors noted these plans have characteristics of
different types of pension and OPEB plans, including single employer plans and cost-
sharing multiple-employer plans. Additionally, CMS’ actuary uses census data for
employees of the State’s public universities provided by SURS, along with census data
for the other participating members provided by the State’s four other pensions plans, to
prepare their projection of the liabilities of CMS’ plan. Finally, SURS’ actuary and CMS’
actuary used census data transmitted by the University during Fiscal Year 2021 to project
pension and OPEB-related balances and activity at the plans during Fiscal Year 2022,
which is incorporated into the University’s Fiscal Year 2023 financial statements.

During testing, auditors noted the following:

15
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e During their cut-off testing of data transmitted by the University to SURS, they
noted 2 instances of an active employee becoming inactive were reported to SURS
after the close of the fiscal year in which the event occurred. There were also 15
instances previously reported that impacted the June 30, 2021 census data. The
total impact on service credit was a difference of 55.75 years.

e During their testing of instructor eligibility testing, auditors noted 1 instructor was
not reported as eligible to participate in SURS by the University. There were also
11 instances that have been previously reported, however still impacted the June
30, 2021 census data. SURS determined the total potential impact of these
differences was the instructors’ service credit was off by a combined 32.50 years.

The auditors provided SURS’ actuary and CMS’ actuary with the exceptions they
identified during their testing, along with the results of census data testing at the State
Employees Retirement System of lllinois, and determined the net effect of these errors,
along with the errors of other plan participants, was immaterial to SURS’ and CMS’
pension and OPEB-related balances and activity at the plans during Fiscal Year 2022.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the University
establish and maintain a system, or systems, of internal fiscal and administrative controls
to provide assurance funds applicable to operations are properly recorded and accounted
for to permit the preparation of reliable financial reports and to maintain accountability
over the State’s resources.

Additionally, eligibility criteria for participation in SURS under the lllinois Pension Code
(Code) (40 ILCS 5/15-134(a)) states any person who is an employee of the University
becomes a participant in SURS. Under the Code (40 ILCS 5/15-107), an employee is any
member of the educational, administrative, secretarial, clerical, mechanical, labor, or
other staff of an employer whose employment in a position in which services are expected
to be rendered on a continuous basis for at least four months or an academic term,
whichever is less:

1) Not a student employed on a less than full-time temporary basis;

2) Not receiving a retirement or disability annuity from SURS;

3) Not on military leave;

4) Not eligible to participate in the Federal Civil Service Retirement System,

5) Not currently on a leave of absence without pay more than 60 days after the
termination of SURS’ disability benefits;

6) Not paid from funds received under the Federal Comprehensive Employment
and Training Act as a public service employment program participant hired on or
after July 1, 1979;

7) Not a patient in a hospital or home;

8) Not an employee compensated solely on a fee basis where such income would
net earnings from self-employment;

9) Not providing military courses pursuant to a federally-funded contract where the
University has filed a written notice with SURS electing to exclude these persons
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from the definition of an employee;

10) Currently on lay-off status of not more than 120 days after the lay-off date;

11) Not on an absence without pay of more than 30 days; and,

12) A nonresident alien on a visa defined under subparagraphs (F), (J), (M), or (Q)
of Section 1101(a)(15) of Title 8 of the United States Code who (1) has met the
Internal Revenue Service’s substantial presence test and (2) became an
employee on and after July 1, 1991.

In addition, the Code (40 ILCS 5/15-157) requires the University to, at a minimum,
withhold contributions of each employee’s total compensation of 8% (9.5% for firefighters
or police officers) for their participation in SURS, unless further contributions by the
employee would either exceed the maximum retirement annuity in the Code (40 ILCS
5/15-136(c)) or the Tier 2 earnings limitation within the Code (40 ILCS 5/15-111(b)), and
remit these amounts to SURS. Further, the Code (40 ILCS 5/15-155(b)) requires the
University remit employer contributions to SURS reflecting the accruing normal costs of
an employee paid from federal or trust funds.

Finally, for CMS’ OPEB plan, auditors noted participation in OPEB is derivative of an
employee’s eligibility to participate in SURS, as members of SURS participate in OPEB
as annuitants under the State Employees Group Insurance Act of 1971 (Act) (5 ILCS
375/3(b)).

University officials indicated transactions impacting this census data accumulation period
were not reported in a timely manner because of coding issues used in certain automated
processes, and significant workload at the unit level, and the impact of processing leave
associated with the COVID-19 pandemic.

Failure to ensure complete and accurate census data was reported to SURS reduces the
overall reliability of pension and OPEB-related balances and activity reported in the
University’s financial statements, the financial statements of other employers within both
plans, and the State of lllinois’ Annual Comprehensive Financial Report. Further, failure
to report all eligible employees to SURS may result in employees not receiving the
pension and OPEB benefits they are entitled to receive under the Code and the Act

UNIVERSITY RESPONSE:

Accepted. With 71,000 employees, the University has numerous electronic and manual
controls in place to ensure that employees who are eligible for SURS and OPEB are
identified correctly. The University also has numerous controls over census data for the
University’s 31,000 employees eligible for SURS and OPEB benefits.

However, the University acknowledges its controls over census data did not always
ensure timely reporting of employee events to SURS. Controls for determining pension
and OPEB eligibility did not always operate as intended. In addition, the unprecedented
nature of the COVID-19 pandemic significantly impacted the timeliness and volume of
leave processing.

17



REVIEW #4596: UNIVERSITY OF ILLINOIS = FY23 COMPLIANCE EXAMINATION

The University has completed its review of the fiscal year 2022 incremental census data
and promptly notified SURS of the changes. The University will continue to enhance
controls to improve the timeliness of reporting certain employee events impacting pension
and OPEB census data and will strengthen processes for determining pension and OPEB
eligibility.

UPDATED RESPONSE:

Implemented.

The University has completed its review of the fiscal year 2022 incremental census data
and promptly notified SURS of the changes. The University will continue to enhance
controls to improve the timeliness of reporting certain employee events impacting pension
and other post-employment benefits (OPEB) census data and will strengthen processes
for determining pension and OPEB eligibility.

11. The auditors recommend the University review its process for ensuring all
equipment records are accurately maintained and updated in a timely manner.
They also recommend the University strengthen its internal control over the
accountability of university equipment.

FINDING: (Inadequate Controls Over Property and Equipment) - New

The University of lllinois (University) did not comply with requirements applicable to its
property and equipment.

Auditors tested a sample of 89 items from the University’s equipment inventory listing to
determine whether the equipment was in the correct location and properly recorded in the
University’s property records. As a result of their testing, they noted the following:

e Two pieces of data storing equipment (totaling $78,674) could not be verified by
us as still being in the University’s possession and should have been located at
the Springfield campus.

e Eight pieces of non-data storing equipment (totaling $1,929,048) had been
disposed of per the equipment custodians. The equipment was still included on the
University’s year-end equipment listing. Seven of these items (totaling $175,148)
should have been located at the Chicago campus and the remaining item (totaling
$1,753,900) should have been located at the Urbana-Champaign campus.

e Two items approved for off-campus use (totaling $20,900) could not be found.

e Four items (totaling $1,678,361) at the Urbana-Champaign campus were not
properly tagged.

Additionally, the University’s certification of inventory as of June 30, 2023, which includes
all equipment with an acquisition cost greater than $2,500 and all high theft equipment,
disclosed 95 other items totaling $1,455,051 which could not be located out of the
University’s $2,185,940,753 equipment inventory. The auditors tested a sample of 60
items located at the University to determine whether the equipment was properly recorded
in the University’s property records. As a result of their testing, they noted the following:
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e Four pieces of equipment (7%) could not be found in the University’s property
records. Three of these items were located at the Urbana-Champaign campus and
one at the Chicago campus.

The auditors tested a sample of 61 equipment acquisitions to determine whether items
were added to the University’s property records timely and for the correct amount. As a
result of their testing, they noted the following:

e Eight (13%) equipment acquisitions (totaling $1,033,153) were added to the
University’s equipment inventory records between 13 to 167 days late. Two of the
items were acquisitions at the Urbana-Champaign campus and the remaining six
were acquisitions of the Chicago campus.

e Five (8%) equipment acquisitions, four at the Urbana-Champaign campus and one
at the Chicago campus, were recorded at understated values. The
understatements were caused by improperly reducing the acquisition value of two
assets by trade-in allowances (totaling $28,208), not including shipping fees
(totaling $2,150) for two of the assets, and missing one invoice (totaling $6,500)
when recording the value of an asset comprised of multiple invoiced amounts.

The auditors tested a sample of 60 equipment deletions to determine whether items were
removed from the University’s property records timely, at the correct amount and properly
approved. As a result of their testing, they noted the following:

e Ten (17%) equipment deletions were removed from the University’s equipment
inventory records between 17 to 426 days late.

The State Property Control Act (30 ILCS 605/4) requires responsible officers at each
State Agency to be accountable for supervision, control, and inventory of property under
their jurisdiction to ensure proper accounting and safeguarding of assets.

University policy requires staff to affix a property label tag on equipment valued at $2,500
or more. University policy also states that equipment should by recorded at its total cost
and specifically requires shipping fees and trade-in allowances to be included in the cost
of equipment acquisitions.

The lllinois Administrative Code (Code) (44 Ill. Admin. Code 5010.400) requires the
University to update its property records within 90 days of acquisition, change, or deletion
of equipment items, unless the item is a vehicle in which case the University is required
to update its records within 30 days.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the University to
establish and maintain a system, or systems, of internal fiscal and administrative controls.
The University’s system of internal controls should include procedures to ensure all State
property is locatable, properly tagged, recorded at the correct value, and recorded in a
timely manner.
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University officials stated the exceptions were due to human error. Unit staff did not follow
established University procedures for recording equipment acquisitions and affixing
property tags or reporting disposals. Unlocated items are due to the size of the
University’s equipment inventory.

Failure to maintain accurate property records could result in inaccurate accounting
records and failure to properly tag University equipment could increase the risk of
misappropriation or loss of the assets.

UNIVERSITY RESPONSE:

Accepted. The University understands the importance of ensuring equipment valued at
$2,500 or more have property tags that are affixed in a timely manner and tracked
appropriately. The University will continue to enhance training materials for unit staff with
these responsibilities.

UPDATED RESPONSE:
Implemented.
No Change.

12. The auditors recommend the University continue to review and improve its
internal control over procurement card transactions to ensure compliance
with university policies so that erroneous or fraudulent transactions are not
recorded in the general ledger system and that purchases are made in
accordance with the Code.

FINDING: (Inadequate Controls Over University Procurement Card Transactions) — This
finding has been repeated since 2008.

The University of lllinois (the University) has not complied with University policies and
internal controls over procurement card transactions.

The University operates a procurement card (P-Card) program which allows individuals
throughout the University to make smaller purchases (defined as less than $4,999) on a
credit card which is directly paid by the University on a monthly basis. The University’s
policies require employees assigned a procurement card to complete training on policies
and procedures, pass a test, and sign an agreement stipulating they will use the card in
accordance with University policy. This agreement is also required to be authorized by
the individual’'s supervisor or the department head. The University’s policies require
transactions incurred on the procurement card to be approved in the University’s
procurement card system by the individual cardholder and assigned reviewer, and if
assigned, a charge code reviewer.

During their test work over 60 procurement card transactions totaling $288,152, auditors
noted the following:
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e One (2%) transaction (totaling $4,995) was for a professional and artistic service,
which was prohibited by the University’s procurement card policies and no P-Card
Exception Request Form was completed.

e One (2%) transaction (totaling $4,995) was a charge related to computer software.
The required Software Purchased by P-Card Form was not completed.

e One (2%) transaction (totaling $4,501) for printing services was not in compliance
with the Illinois Procurement Code. The Soybean or Vegetable Oil-Based Ink
Statement, which verifies the vendor will use the required soybean or vegetable
oil-based ink, was not completed prior to using the P-Card. Specifically, the
Soybean or Vegetable Oil-Based Ink Statement was completed 134 days after the
transaction took place.

e Four (7%) transactions processed in the P-Card software (totaling $31,776) were
not reconciled within 23 days of appearance on the P-Card software, as required.
The reconciliations were completed three to 12 days late.

e Four (7%) transactions’ (totaling $21,721) charge codes were not approved within
3 business days after their associated reconciliations were completed, as required.
The approvals were completed one to six days late.

The University has approximately 3,936 procurement cards, with transactions totaling
$60,612,339 charged during the year ended June 30, 2023.

The University’s policy states all purchases on a P-Card must be in compliance with
system procurement, allowable expenditure and funding, payroll, and tax-related policies,
as well as with all applicable state and federal statutes. A P-Card Exception Request
Form is used to obtain approval to use the P-Card for an expense that is normally
prohibited by a policy or is above a cardholder's limit. Approval must be obtained prior to
using the P-Card for the purchase. The University’s policy also states that prior to using
a P-Card to purchase allowable computer software, the unit must complete the Software
Purchased by P-Card Form.

The lllinois Procurement Code (Code) (30 ILCS 500/45-15) states contracts requiring the
procurement of offset printing services shall specify the use of soybean oil-based ink or
vegetable oil-based ink unless a State purchasing officer determines that another type of
ink is required to assure high quality and reasonable pricing of the printed product.

The University’s policy also requires the assigned reviewer of a cardholder’s P-card
transactions to review the expense report and the original, itemized receipts supporting
the transactions within 23 calendar days of its appearance in the Chrome River.
Additionally, the University’s policy requires that after the assigned reviewer approves the
P-card transactions, the account coding to which those transaction will be recorded must
be approved within 3 business days if a charge code reviewer role has been assigned.

Finally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
University to establish and maintain a system, or systems, of internal fiscal and
administrative controls, to provide assurance that: (1) resources are utilized effectively,
and in compliance with applicable law; (2) obligations and cost are in compliance with
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applicable law; (3) funds, property, and other assets and resources are safeguarded
against waste, loss, unauthorized use, and misappropriation; (4) revenues, expenditures,
and transfers of assets, resources or funds applicable to operations are properly recorded
and accounted for to permit preparation of accounts and reliable financial and statistical
reports and to maintain accountability over the State’s resources; and (5) funds held
outside the State Treasury are managed, used, and obtained in strict accordance with the
terms of their enabling authorities and that no unauthorized funds exist. The University’s
system of internal controls should include procedures to ensure procurement card
transactions are in accordance with University policies and procedures, ensure
supporting documentation for receipt of transaction is maintained, and ensure purchases
are made in compliance with the Code.

This finding was first noted during the examination of the year ended June 30, 2008. In
the subsequent years, the University has been unsuccessful in implementing a corrective
action plan.

University officials indicated the bulleted exceptions largely resulted from human error at
the individual and/or unit level by not following the prescribed procurement card policies
and procedures.

Failure to properly review and approve procurement card transactions in accordance with
University policies could result in erroneous or fraudulent transactions being recorded in
the general ledger system and noncompliance with the Code.

UNIVERSITY RESPONSE:

Accepted. While the procurement card is an efficient purchasing mechanism, the
University also recognizes the importance of procurement card process controls, training,
and transaction monitoring. The University will continue to enforce the required training
in place while working to implement additional controls to enhance training opportunities
for cardholders.

UPDATED RESPONSE:

Implemented.

The University attempts to mitigate risk through continuous mandatory training of
cardholders and department card managers, and through the recent implementation of
the Chrome River platform where card charges are now subject to review by multiple
different department employees. In addition, the current platform provides the ability for
attachments (receipts, notes, documentation, etc.) to be stored and maintained
electronically within the platform as opposed to maintaining paper documentation within
the department. Policies are also in place for card suspension and revocation for those
who demonstrate a repeated inability to follow University policy.

13. The auditors recommend the University implement procedures to ensure all
employees submit time sheets as required by the Act.
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FINDING: (Failure to Follow Time Reporting Requirements) — This finding has been
repeated since 2005.

The University of lllinois (University) does not require all employees to submit time reports
as required by the State Officials and Employees Ethics Act (Act) and does not have
adequate procedures to ensure accurate employee time reporting.

During testing of payroll, auditors selected 60 employees across all three campuses and
noted the following:

e Seven (12%) employees (three from the Urbana-Champaign campus and four
from the Springfield campus) did not file time reports as required by the Act.
University management stated faculty, postdoctoral employees, instructors, and
lecturers continue to track their time using a “negative” timekeeping system
whereby the employee is assumed to be working, unless noted otherwise.

e One (2%) employee receiving a monthly salary from the Urbana-Champaign
campus failed to follow the University’s state time reporting policies and did not
submit a timecard as required by the Act.

The State Officials and Employees Ethics Act (Act) (5 ILCS 430/1-5) defines “State
agency” to include “public institutions of higher learning...” and defines “State employee”
to be “any employee of a State agency”. The Act required the lllinois Board of Higher
Education (IBHE), with respect to State employees of public universities, to adopt and
implement personnel policies. The Act (5 ILCS 430/5-5(c)) also states, “The policies shall
require State employees to periodically submit time sheets documenting the time spent
each day on official State business to the nearest quarter hour; contractual State
employees may satisfy the time sheets requirement by complying with the terms of their
contract, which shall provide for a means of compliance with this requirement.” The IBHE
adopted personnel policies for public universities on February 3, 2004 in accordance with
the Act. The University has not incorporated these policies into the University’s policies.

The University Reporting Policy for the State Officials and Employees Ethics Act (SOEEA)
requires all Academic Professional and Civil Service employees to document all hours
worked while conducting official University business. Academic Professional and exempt
Civil Service (not eligible for overtime) employees are to use the University’s Online Time
Reporting (PTR) tool for this reporting.

This finding was first noted during the examination of the year ended June 30, 2005. In
the subsequent years, the University has been unsuccessful in implementing a corrective
action plan.

University officials stated they have not incorporated policies regarding time reporting for
all employees as they are having continued dialogue with the academic leadership on this
matter. In the meantime, the System has implemented several mechanisms to comply
with the requirement for the majority of their employees such as training and weekly
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reminder emails; however, it has proven difficult to achieve full compliance due to the
thousands of employees with competing priorities.

Failure to follow and ensure all employees comply with time reporting requirements of the
Act results in noncompliance with the Act.

UNIVERSITY RESPONSE:

Accepted. The University is working to seek legislative remedy. Senate Bill 3702 was
introduced on February 9, 2024. If this bill passes, it will exempt our tenure and non-
tenure track faculty, and employees not eligible for overtime, from having to report their
time spent each day on official State business.

UPDATED RESPONSE:

Under study.

Senate Bill SB3702 introduced in February 2024 did not pass out of committee this
session. The University will continue to seek legislative remedy in hopes of exempting
our tenure and non-tenure track faculty, and employees not eligible for overtime, from
having to report their time, and eliminate this finding.

14. The auditors recommend the University comply with the requirements of the
lllinois Articulation Initiative Act or seek legislative remedy.

FINDING: (Noncompliance with lllinois Articulation Initiative) — This finding has been
repeated since 2020.

The University of lllinois (University) did not submit a minimum of one course per major
under the lllinois Articulation Initiative (Initiative) for some majors offered by the University
and faculty members of the University appointed by the Board of Higher Education to
serve on panels to review the courses were not able to fully participate during the fiscal
year.

The Initiative, through its itransfer.org website, exists to ease the transfer of students
among the State’s associate and baccalaureate degree granting institutions. The
Initiative consists of both a General Education Core Curriculum package, where
completion of the entire package at one institution is fully accepted by 108 institutions
across the State, and an Initiative major, which are common courses at the lower-division
level that can be used to ensure students are prepared for upper-division work at 57
institutions across the State.

During testing, auditors noted the University did not have a minimum of one course
included within the related Initiative major for its:

* Business and physics degree programs at the Urbana-Champaign campus;

« Computer science degree program at the Chicago campus;
« Art, political science, and psychology degree programs at the Springfield campus.
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Additionally, they noted across the three campuses, the University had 29 faculty
members appointed to serve on the panels that review courses. The panels typically meet
once a semester. Seven (24%) faculty members did not attend one panel meeting and
three (10%) missed both meetings.

The lllinois Articulation Initiative Act (IAl) (110 ILCS 152/15) requires the University
participate in the Initiative by maintaining a minimum of one course in the related Initiative
major, if the University has an equivalent major and courses. Additionally, IAl requires the
University to provide faculty as appointed by the Board of Higher Education to serve on
panels to review the courses.

This finding was first noted during the examination of the year ended June 30, 2020. In
the subsequent years, the University has been unsuccessful in implementing a corrective
action plan.

University officials stated they did not submit one course per major due to the time needed
to submit and have the course’s host department’s faculty and the Initiative approve
University courses. Further, some faculty members were not able to attend the panel
meetings due to other scheduling conflicts.

Failure to fully participate in the Initiative by submitting, at least, one course per Initiative
major could hinder students looking to transfer to other institutions and represents
noncompliance with State law. Additionally, lack of participation in the review panels
hinders a timely and thorough review of submitted courses.

UNIVERSITY RESPONSE:

Accepted. The University of lllinois Urbana-Champaign submitted two courses for
Business that were not approved. We are working with the Initiative’s Director to
determine a path forward. All other majors noted have had courses approved by the
Initiative in fiscal year 2024. Additionally, the University is working to seek legislative
remedy. Senate Bill 3594 was introduced on February 9, 2024. We will continue to
address the recommendations in this finding.

UPDATED RESPONSE:

Partially implemented.

The University of lllinois Urbana-Champaign submitted two courses for Business that
were not approved. We are working with the Illinois Articulation Initiative's (IAl) Director
to determine a path forward. All other majors noted as exceptions have had courses
approved by the Initiative in FY2024. Additionally, Senate Bill SB3594 passed both
Houses and is with the Governor for signature as of July 21, 2024. The change in the
Act's language directs the lllinois Community College Board, the lllinois Board of Higher
Education, and the IAl director to make determinations on compliance which we anticipate
will have a positive impact on the University's compliance.

25



REVIEW #4596: UNIVERSITY OF ILLINOIS = FY23 COMPLIANCE EXAMINATION

15. They auditors recommend the University implement procedures to ensure
accidents are reported in a timely manner. They also recommend the
University ensure policies and procedures are clearly understood and
followed by all personnel responsible for the oversight of University vehicles
within each department.

FINDING: (Untimely Vehicle Accident Reporting) — This finding has been repeated since
2021.

The University of Illinois (University) did not report certain automobile accidents involving
University vehicles to the Department of Central Management Services in a timely
manner.

During their testing of the operation of University vehicles, auditors noted the University
reported 169 accidents involving University employees to the Department of Central
Management Services (CMS) during fiscal year 2023. The Urbana-Champaign campus
reported 136 accidents, the Chicago campus reported 32 accidents and the Springfield
campus reported one accident.

e Of the 136 accidents reported by the Urbana-Champaign campus, 22 (16%) were
not reported timely and ranged from one to 56 days late.

e Of the 32 accidents reported by the Chicago campus, 12 (38%) were not reported
timely and ranged from one to 12 days late.

e Upon further review of the University’s listing of accidents, auditors noted the
Urbana-Champaign campus did not report one accident to CMS at all.

In addition, the auditors noted the following:

e Of the 136 accidents reported to the Urbana-Champaign campus, 24 (18%) were
not reported timely to the Urbana-Champaign campus’ motor pool and ranged from
one to 42 days late.

e Of the 32 accidents reported to the Chicago campus, nine (28%) were not reported
timely to the Chicago campus’ Transportation Office and ranged from one to seven
days late.

e Upon further review of the University’s listing of accidents, they noted the Urbana-
Champaign campus submitted one accident claim to CMS but did not include it on
the University’s listing.

The lllinois Administrative Code (Code) (44 1ll. Admin. Code 5040.520) requires a driver
of any vehicle that is involved in an accident of any type within the scope or course of the
employment to report such accident to the appropriate law enforcement agency and to
CMS Auto Liability Unit by completing the Illinois Motorist Report (Form SR-1). For all
accidents, the Form SR-1 is to be completed as soon as possible and submitted to the
office of the current insurance carrier. In no case is this report to be completed later than
three days following an accident. In all cases, the completed Form SR-1 must be received
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by CMS no later than seven calendar days following the accident or the driver and agency
risk forfeiture of coverage under the State's auto liability plan.

According to the University’s Business and Financial Policies and Procedures (Section
15.3 Motor Vehicle Accidents), an accident is defined as damage to state-owned property
and/or damage to another party’s property or their person and must be reported by the
employee to the concerned campus motor pool (Urbana Champaign) or Transportation
Office (Chicago), and the employee’s immediate supervisor within 24 hours, or the next
business day after a weekend or University holiday.

University officials stated exceptions were due to differing reasons, including failure of the
employees to understand and/or follow policy or misunderstanding requirements.

Failure to report automobile accidents to CMS in a timely manner may cause the
University to be denied coverage and result in additional liabilities for the University and
results in noncompliance with the Code. In addition, failure to report all accidents by
employees to the University in a timely manner result in noncompliance with University
policies.

UNIVERSITY RESPONSE:

Accepted. UIC and UIUC Motor Pools continue to reinforce the policies and procedures
related to prompt reporting of accidents. Both universities continue to review ways to
improve the accident reporting process and communication of the policies. In addition,
the universities are working with CMS to utilize the secure CMS database to submit
employee social security number information. UIUC has reinstated the practice of
notifying departments of late report submissions as part of the overall process. The
University of lllinois is also developing an electronic reporting and tracking system for
reportable vehicle accidents to improve the reporting process.

UPDATED RESPONSE:

Partially implemented.

The University of Illinois Chicago and the University of Illinois Urbana-Champaign Motor
Pools continue to reinforce the policies and procedures related to prompt reporting of
accidents. Additionally, a process assessment project has been in place since September
2023. This project is focused on potential corrective action, by reviewing policies,
processes, state requirements, and procedures, related to the accident reporting process,
to determine if any improvements can be implemented.

16. The auditors recommend the University work to update its disclosure form to
include all information necessary to document compliance with the
requirements of the University Faculty Research and Consulting Act.

FINDING: (Noncompliance with University Faculty Research and Consulting Act) - New

The University of lllinois Trustees (University) did not comply with the provisions of the
University Faculty Research and Consulting Act (Act).
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A disclosure application, START myDisclosures is used by all faculty employees to
annually complete a disclosure and request for approval to perform outside research or
consulting services. Throughout the year, additional disclosures and requests for prior
approval are necessary whenever a change in such activities is proposed or when
required by granting agencies.

In reviewing the disclosure application, auditors noted the following:

e There was no field for faculty member to disclose if they were full or part time
employees of the University. The Act applies only to full-time faculty members and
they were unable to obtain a population that contained only those individuals.

e The disclosure did not require the faculty member to list the start date of the
research or consulting service. As a result, auditors were unable to determine if
written approval of the President, or his designee, was obtained prior to the start
of such services.

Even given the limitations noted above, auditors selected 47 full-time faculty employees
from the provided population, sample selection was 60 but 13 were determined to be part-
time faculty and not subject to the Act, and noted the following:

e Three (6%) of the research or consulting services reported did not include the
estimated time for outside research or consulting service and also did not report
the actual time spent after the services were completed

e Four (9%) of the forms that disclosed outside research or consulting services did
not have the date of when the outside work was approved

Under the Act (110 ILCS 100/1), full time faculty members of the University must obtain
prior written approval from the President of the University, or his designee, before
agreeing to perform gainful research or consulting work. The approval request must
contain an estimate of the time to be spent on the outside work and the faculty member
must submit an annual statement of the actual hours spent on the outside work.

Additionally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001), requires the
University to establish and maintain a system, or systems, of internal controls to provide
assurance obligations and costs are in compliance with applicable law. The University’'s
system of internal controls should ensure that forms used to comply with state regulations
contain all the information needed to verify compliance.

University officials stated its policy goes beyond what is required by the University Faculty
Research and Consulting Act by including faculty with part-time appointments and
requiring faculty to disclose financial relationships and activities beyond consulting and
research. Also, the University considers the approval date as the start date, as outside
activities may relate to faculty research project that are ongoing and/or have a number of
milestones that could be considered the start date. Additionally, many faculty members
have longstanding relationships and activities with external entities and keep activities
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from prior years on their report even if they do not plan to spend time on the activity in the
current academic year.

Failure to properly document the start date and the estimated and actual time spent for
outside research or consulting services results in noncompliance with the Act.

UNIVERSITY RESPONSE:
Accepted. The University will consider the recommendations made in this finding when
planning for academic year 2024-2025.

UPDATED RESPONSE:
Under study.
No change.

17. The auditors recommend the University strengthen its controls to ensure all
employees complete their initial ethics and sexual harassment training in
accordance with the requirements of the State Officials and Employee Ethics
Act.

FINDING: (Inadequate Controls over Compliance with State Officials and Employee
Ethics Act) — This finding has been repeated since 2021.

The University did not ensure newly hired employees completed their initial ethics and
sexual harassment training in accordance with the requirement of the State Officials and
Employees Ethics Act (Act).

During the auditors review of 60 employees, including 16 newly hired employees, required
to complete ethics and sexual harassment training for the fiscal year ended June 30,
2023, they noted the following:

e Three of the 16 (19%) new employees did not timely complete the initial ethics
training as required. The training was completed 42 to 57 days late by two of the
employees and not completed by the last employee.

e Two of the 16 (13%) new employees did not timely complete the initial sexual
harassment training as required. The training was completed 42 days late by one
employee and not completed by the other employee.

The Act (5 ILCS 430/5-10) states a person employed in a position that requires training
must complete his or her initial ethics and sexual harassment training within 30 days after
commencement of his or her office or employment.

In addition, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
University to establish and maintain an effective system, or systems, of internal control.
Effective internal controls should ensure all employees are in compliance with mandated
training requirements.

29



REVIEW #4596: UNIVERSITY OF ILLINOIS = FY23 COMPLIANCE EXAMINATION

University officials stated the exceptions were due to oversight by the employee and
monitoring of training completion by the hiring units.

Failure to ensure employees complete their initial ethics and sexual harassment training
within the required timeframe results in noncompliance with the Act. In addition, new
employees may be unaware of specific ethical requirements for State employees without
timely training.

UNIVERSITY RESPONSE:

Accepted. The University maintains two of the three identified employees had previously
worked within the institution and completed initial training as required. These employees
did not complete the initial training again when rehired. The University has developed a
report that will allow units to review and monitor the completion of this training more
quickly after hire to help ensure all new employees complete new hire training
requirements within the time designated within state law. This reporting is currently in the
final stages of testing.

UPDATED RESPONSE:
Partially implemented.
No change.

18. The auditors recommend the University review and update its tracking
procedures for individuals who qualify to enroll under the pilot program to
ensure accurate lists can be generated.

FINDING: (Noncompliance with Public University Admission Pilot Program) -New

The University of lllinois (University) did not comply with the provisions of the Public
University Uniform Admission Pilot Program Act (Act).

During the auditors testing of the University’s compliance with the Act they noted the
following:

e The University of lllinois Chicago (UIC) was not able to implement the uniform
admission pilot program plan to admit community college transfer students for the
Fall 2022 semester and eligible students needed to wait to enroll until the Spring
2023 semester.

e The UIC and the University of lllinois Springfield (UIS) transfer student population
lists of who were eligible for the uniform admission pilot program were inaccurate.
Specifically, they noted four of the 60 samples selected (7%) had only 22 to 33
eligible transfer hours and another four selections (7%) had grade point averages
of 2.19to 2.51.

The Act (110 ILCS 118/10(b)) required the University to create a four-year uniform

admission pilot program to admit community college transfer students for each semester
of the pilot program starting with the 2022-2023 academic year. The Act also specifies
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the University under the program shall guarantee admission to applicants who have
enrolled only at an lllinois community college since graduating from an lllinois high school,
have a minimum of 36 graded, transferable credit hours at the time of application, a
minimum grade point average of 3.0 on those courses, and satisfied the University’s
English language proficiency requirements.

University officials indicated UIC was unable to implement the plan prior to the Fall 2022
semester due to the time needed to make system changes and when acceptance
decisions are sent for a semester. For the transfer student population lists provided by
UIC and UIS, the exceptions were due to human error. The individuals did not qualify for
guaranteed admission under the uniform admission pilot program, but did qualify and
were admitted based on the UIC or UIS admission criteria (admission would not be
guaranteed).

Failure to timely implement the Act resulted in students being denied admittance until a
subsequent semester. Additionally, not accurately tracking which individuals are eligible
to enroll under the pilot program hinders accurate evaluation of the impact of the program.

UNIVERSITY RESPONSE:

Accepted. UIC was not in compliance with this Act during Fall 2022, however the
necessary corrective action was implemented with the Spring 2023 cohort. In addition,
UIC provided applicants from Fall 2022 who should have been guaranteed admission for
Fall 2022 an offer to a different major for Spring 2023. While the applicants met the Pilot
Program criteria, these applicants did not meet requirements for the college/major they
selected, thus were offered an alternative college for Spring 2023.

The necessary corrective action to ensure transfer student population lists are accurate
has also been implemented.

UPDATED RESPONSE:
Implemented.
No change.

19. The auditors recommend the University implement procedures to ensure the
reports are submitted in a timely manner.

FINDING: (Untimely Veterans Services Reporting) - New

The University of lllinois (University) did not file its campus reports on the fiscal impact of
the programs and services (Report) related to the Higher Education Veterans Service Act
to the lllinois Board of Higher Education (IBHE) timely.

During the auditor’'s examination, they noted the following delays in the submission of the
Impact Reports:
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e The University of lllinois Chicago’s Report was filed September 6, 2022, 5 days
late. Additionally, one of the questions was not completed. The final, fully
completed report was filed February 27, 2023.

e The University of lllinois Springfield’s Report was filed March 13, 2023, 193 days
late.

e The University of lllinois Urbana-Champaign’s Report was not filed until March 3,
2023, 183 days late.

The Higher Education Veterans Service Act (Act) (110 ILCS 49) requires the University
to report to the IBHE, by September 1, the fiscal impact of the programs and services
related to the requirements of the Act and on the efforts of the University in attracting,
recruiting, and retaining veterans and military personnel.

University officials stated exceptions were due to human error. For University of Illinois
Springfield specifically, the report submission responsibility was in the process of
transitioning to the Director for Military and Veteran Student Services. Additionally, the
University of lllinois Chicago was not aware a question had been missed until it was
informed on February 27, 2023. The updated report was submitted the same day the
University was made aware of the needed correction.

Failure to file the campus’ reports timely results in noncompliance with the Act.
UNIVERSITY RESPONSE:

Accepted. The necessary corrective action to address the recommendation in this finding
has been implemented.

UPDATED RESPONSE:
Implemented.
No change.

20. The auditors recommend the University implement policies and procedures to
comply with the Act.

FINDING: (Noncompliance with University of lllinois Act) - New

The University of lllinois (University) did not fully comply with the benefits navigator
section of the University of Illinois Act (Act). During testing, auditors noted the following:

The University’s Springfield campus did not have documented coordination efforts to
provide culturally specific resources, including resources to non-English speakers, to
support students at the campus. The Act (110 ILCS 305/160(c)(3)) requires the benefits
navigator to coordinate and provide culturally specific resources, including resources for
non-English speakers, to support students at the University.

The University’s Springfield and Chicago campuses did not have processes for students
to provide feedback and recommendations on how applying for benefits and determining
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eligibility for the benefits could be improved. The Act (110 ILCS 305/160(d)) requires the
University to develop an internal process which enables students at the University to
provide feedback and recommendations on how the University can better assist students
in determining eligibility for benefit programs and applying for assistance under benefit
programs.

University officials stated noncompliance is due to the time needed to develop and
implement policies and procedures to ensure compliance with the Act, which first became
effective January 1, 2023.

Failure to fully comply with the provisions of the Act hinders the University to develop best
practices for benefits navigators and to better assist students, and represents
noncompliance with State law.

UNIVERSITY RESPONSE:

Accepted. The University of lllinois Chicago is developing a mechanism to allow students
to provide feedback and recommendations to the campus about applying for and
accessing basic needs benefits. The university’s goal is to have this completed prior to
the start of the Fall 2024 term.

While not in full compliance with this act, the University of lllinois Springfield does provide
assistance to students in need and directs them to the appropriate resources. The
university is working to add additional staff to comply with both the letter and spirit of the
law.

UPDATED RESPONSE:

Partially implemented.

The University of Illinois Chicago intends to launch a web-based platform that will allow
students to provide feedback and recommendations on how the institution can better
assist students in determining eligibility for and applying for assistance under benefit
programs by August 1, 2024.

The University of lllinois Springfield recently hired a new graduate assistant who is
bilingual for the Dean of Students Office. Among other duties, they will be assisting with
benefits navigation. Additionally, they continue to update the Dean of Students website
and have included additional resources.

21. The auditors recommend the University complete a comprehensive risk
assessment and implement risk reducing controls. In addition, they
recommend the University ensure all community members complete the
required information security training annually.

FINDING: (Weaknesses in Cybersecurity Program and Practices) — This finding has been
repeated since 2020.

The University of lllinois had weaknesses related to cybersecurity programs, practices
and control of confidential information.
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As a result of the University’s mission to provide higher educational opportunities, the
University maintains computer systems that contain large volumes of confidential or
personal information such as names, addresses, educational records, Social Security
numbers, and health records.

The lllinois State Auditing Act (30 ILCS 5/3-2.4) requires the Auditor General to review
State agencies and their cybersecurity programs, practices, and control of confidential
information. During the auditor’'s examination of the University’s cybersecurity program,
practices, and control of confidential information, they noted the University had not
completed a comprehensive risk assessment or implemented risk reducing controls.

Additionally, they noted nine out of the tested 103 employees (9%) did not complete the
Information Security Training.

The Security and Privacy Controls for Information Systems and Organizations (Special
Publication 800-53, Fifth Revision) published by the National Institute of Standards and
Technology (NIST), Risk Assessment section, requires entities to develop a risk
management framework, conduct risk assessments and implement controls based on the
risk assessment.

The University’s Information Security Policy and the Security Training Standards states
University Community Members must complete the appropriate privacy and security
training annually.

University management stated they believed the risk assessment process was adequate.
Additionally, University management indicated the weakness related to cybersecurity
training was the result of not having a mechanism in place to enforce and follow-up on
noncompliance.

The lack of a comprehensive risk assessment and implementation of risk reducing
controls could result in unknown vulnerabilities to the University’s environment,
applications, and data. Additionally, failure to ensure all community members complete
security training could result in vulnerabilities to the University’s applications and data.

UNIVERSITY RESPONSE:

Accepted. The University has an Enterprise Risk Management function that produces a
risk assessment each year that includes all functions of the University including
information technology. Specific information technology risk assessments are performed
regularly at various levels of the University. Additionally, specific compliance information
technology risk assessments are performed annually. The University will evaluate the
appropriate scope to enhance the information technology risk assessment process. The
University will also continue to offer cybersecurity awareness training on at least an
annual basis and consider strategies to increase completion percentages.

UPDATED RESPONSE:
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Partially Implemented.
No change.

22. The auditors recommend the University develop detailed policies and
procedures defining remote access requirements and maintain
documentation authorizing remote users’ access.

FINDING: (Inadequate Controls over Remote Access) — This finding has been repeated
since 2022.

The University of lllinois (University) did not ensure adequate security controls over
remote access to its environment, applications and data.

In order to continue its business activities, the University allowed users to access its
environment, applications and data. The auditors review of the University’s controls over
remote access, they noted:

e The University-University of lllinois Urbana Champaign (UIUC) had not developed
policies and procedures defining remote access requirements for the period of July
1, 2022 through December 29, 2022.

e The University-University of lllinois Medical Center (UIMC) did not maintain
documentation of remote users’ authorization for remote access.

e UIMC did not review users with remote access on a periodic basis.

The Security and Privacy Controls for Information Systems and Organizations (Special
Publication 800-53, Fifth Revision) published by the National Institute of Standards and
Technology (NIST), Access Control and System and Communication Protection sections,
requires entities to implement adequate controls over access to its environment,
applications and data.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the University to
establish and maintain a system, or systems, of internal fiscal and administrative controls
to provide assurance that funds, property, and other assets and resources are
safeguarded against waste, loss, unauthorized use and misappropriation and maintain
accountability over the State’s resources.

University management stated system limitations did not maintain documentation of
remote access authorization.

Without adequate controls over remote access, unauthorized individuals may have
access, resulting in potential malicious activity.

UNIVERSITY RESPONSE:
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Accepted. Remote access to UIMC resources is protected with industry standard controls
including multi-factor authentication and managed computing machines. UIMC
implemented a new form in their ticketing system that will contain authorization to
provision a managed computing machine to a user. Additionally, an initial review of those
users with a managed machine has been completed.

UPDATED RESPONSE:
Implemented.
No change.

Emergency Purchases

The lllinois Procurement Code (30 ILCS 500/) states, “It is declared to be the policy of the
state that the principles of competitive bidding and economical procurement practices
shall be applicable to all purchases and contracts....” The law also recognizes that there
will be emergency situations when it will be impossible to conduct bidding. It provides a
general exemption when there exists a threat to public health or public safety, or when
immediate expenditure is necessary for repairs to state property in order to protect against
further loss of or damage to state property, to prevent or minimize serious disruption in
critical state services that affect health, safety, or collection of substantial state revenues,
or to ensure the integrity of state records; provided, however that the term of the
emergency purchase shall not exceed 90 days. A contract may be extended beyond 90
days if the chief procurement officer determines additional time is necessary and that the
contract scope and duration are limited to the emergency. Prior to the execution of the
extension, the chief procurement officer must hold a public hearing and provide written
justification for all emergency contracts. Members of the public may present testimony.

Notice of all emergency procurement shall be provided to the Procurement Policy Board
and published in the online electronic Bulletin no later than five business days after the
contract is awarded. Notice of intent to extend an emergency contract shall be provided
to the Procurement Policy Board and published in the online electronic Bulletin at least
14 days before the public hearing.

A chief procurement officer making such emergency purchases is required to file a
statement with the Procurement Policy Board and the Auditor General to set forth the
circumstance requiring the emergency purchase. The Legislative Audit Commission
receives quarterly reports of all emergency purchases from the Office of the Auditor
General. The Legislative Audit Commission is directed to review the purchases and to
comment on abuses of the exemption.

U of | had 4 emergency purchases in the first quarter of FY23:
e Estimated Cost - $115,000 in state funds for an emergency repair to a HVAC fan.
e Estimated Cost - $434,000 in other funds for replacing a hot water expansion tank
and making all necessary repairs following a catastrophic failure in the Physical
Education Building.
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Estimated Cost - $400,000 in state funds to continue a current contract for
providing on-line learning services.

Estimated Cost - $157,059 in state funds to purchase a unique piece of used
equipment that will meet anticipated needs of the High Bay Structures Laboratory,
at a significant discount as compared to purchasing new equipment.

There were 12 in the second quarter of FY23:

Estimated Cost - $240,000 in other funds for a contract to provide television
commercial filming and production services in English and Spanish languages
designed to reach the needs of Chicago residents to introduce and promote the
new Specialty Care Building at the Ul Hospital and Clinics.

Actual Cost - $150,000 in state funds for an entertainment contract that had a
previous issue with a vendor number thereby delaying the contract
implementation.

Estimated Cost - $428,118 in other funds for a short-term cleaning and disinfecting
service contract while waiting to award a new contract at UIC.

Estimated Cost - $437,736 in other funds for a short-term cleaning and disinfecting
service contract while waiting to award a new contract at Ul Hospital.

Actual Cost - $599,678.55 in federal funds to upgrade an existing proprietary
scientific instrument in use at UIC.

Estimated Cost - $146,448 in other funds for a contract for Ethernet services for
UIC - Division of Specialized Care for Children which is not physically connected
to UIC infrastructure.

Estimated Cost - $180,000 in state funds for a consulting contract on several
important Epic optimization initiatives until a new vendor is chosen.

Estimated Cost - $180,000 in state funds for a consulting contract on several
important Epic optimization initiatives until a new vendor is chosen.

Estimated Cost - $180,000 in state funds for a consulting contract on several
important Epic optimization initiatives until a new vendor is chosen.

Estimated Cost - $180,000 in state funds for a consulting contract on several
important Epic optimization initiatives until a new vendor is chosen.

Estimated Cost - $180,000 in state funds for a consulting contract on several
important Epic optimization initiatives until a new vendor is chosen.

Estimated Cost - $1,274,322 in other funds for a weapons detection system at 12
access points within the five Ul Health buildings.

There were 5 in the third quarter of FY23:

Estimated Cost - $250,000 in other funds for a valet service contract at the Ul
Health Specialty Care Building while going through the RFP process.

Estimated Cost - $150,000 in other funds for an emergency repair and replacement
of part of the HVAC unit at UIC.

Estimated Cost - $400,000 in other funds for an emergency repair and replacement
of part of the HVAC unit at UIC.

Estimated Cost - $300,000 in other funds for a disaster remediation contract
following water pipes bursting in three UIC buildings.
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e Estimated Cost - $300,000 in other funds for specialized HVAC repair at UIC.

There were 5 in the fourth quarter of FY23:

e Estimated Cost - $125,000 in state funds for a for a disaster remediation contract
following a fire in a UIC building.

e Estimated Cost - $154,440 in other funds for shuttle service to Ul Hospital as the
main parking structure is experiencing overcrowding.

e Estimated Cost - $975,000 in other funds for a dining services contract while going
through the RFP process.

e Estimated Cost - $250,000 in other funds for shuttle service to Ul Hospital as the
main parking structure is experiencing overcrowding.

e Estimated Cost - $154,478.50 in other funds for a 2024 Isuzu FTR chassis and
aluminum box.

Headquarters Designations

The State Finance Act requires all state agencies to make semiannual headquarters
reports to the Legislative Audit Commission. Each state agency is required to file reports
of all its officers and employees for whom official headquarters have been designated at
any location other than that at which official duties require them to spend the largest part
of their working time.

As of July 2023, the University had no employees assigned to locations others than official
headquarters.
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